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Abstract

Image Access scanners are not only a peripheral, like other scanners and printers, they also
include a Linux PC which can actively send data to various network resources. If this functionality
is not needed, the installation process is as simple as installing any other network peripheral. The
scanner needs a valid IP address and a correct subnet mask. In some cases, it might be required
to also define the IP address of the gateway to connect to other subnets. If the scanner and the
host are in the same subnet, the gateway should have the same IP as the scanner or it should be
left blank.

To leverage the full functionality including the capability to scan to remote resources like SMB
shares, the scanner and the host(s) must be configured correctly. There are many network
architectures and many operating systems existing and this FAQ will guide you through the
typical setup procedures necessary to accomplish this task. The screen shots are only examples
and the descriptions might not exactly match what you find in your current system environment,
but we believe that this FAQ can give answers to most questions. The intended target audience is
the administrator of the target network, who would also have all the necessary access right to
include a new PC into the network.
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4. Purpose

The purpose of this document is to answer frequently asked questions about how to open and configure
an SMB share on a windows PC and how to configure a Scan2Net scanner to be able to scan directly into
an SMB share.

5. Scope

The scope of the document includes all Scan2Net, Bookeye or WideTEK scanners as well as OEM versions
of these scanners. The firmware versions covered by this document are 6.xx and higher. The Windows
versions covered in the documentation are Windows 7 and higher.

6. Terms and Definitions

Term Description, Meaning

Scan2Net Technology from Image Access implemented in many scanners. More at:
www.imageaccess.de/?page=SoftwareScan2Net

SMB SMB, which stands for Server Message Block, is a protocol for sharing files, printers,
serial ports and other resources between computers.

Bookeye Book scanners. More at: www.imageaccess.de/?page=ScannersBookscanner

WideTEK Wide format scanner. More at: www.imageaccess.de/?page=ScannersWideformat

7. Introduction

The target audience for this FAQ document is the administrator of a Scan2Net scanner and the
administrator of the customer PCs. The administrator should have experience setting up and configuring
Windows PCs, network, firewalls and virus checkers.

The document will provide a guideline to:

e Share a folder on a workstation or server.

e Make this folder accessible for the scanner.

e Setup the scanner to transfer images to the shared folder.

e Store the scanner configuration in a template.

e Troubleshoot issues if images are transferred from a Scan2Net scanner to an SMB

Depending on the location of the shared folder (standalone workstation, workstation or server in a
network) and considering different security requirements, this FAQ addresses some typical scenarios.

This FAQ does not cover issues that occur due to access restrictions caused by firewalls, virus, spam,
or spyware protection software. The most common problems are caused by virus protection
software when “browser protection” is enabled.

In general, the IP address of the Scan2Net scanner should be explicitly excluded from the above-
mentioned software tools.


http://www.imageaccess.de/?page=SoftwareScan2Net
http://www.imageaccess.de/?page=ScannersBookscanner
http://www.imageaccess.de/?page=ScannersWideformat
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7.1. Description of the SMB Concept

Plotter
WideTEK Scanner SMB-1 SMB-2 SMB-3
S N S
0 0 )
X NS S
User 1 User 2 User 3

Figure 1 Typical network configuration

Scan2Net scanners are network scanners. In the above scenario, the WideTEK 36 scanner will directly
copy to the plotter through the network. Several users on the local network want to scan to their local

computers and to achieve this, they each have created an inbox called SMB-1, -2, -3 in the above
diagram.

This document will guide the user through typical setup processes which must be executed on each host

in case that a scanner accessible SMB share needs to be created and free or protected access to this SMB
share is necessary.

As an alternative, the scanner hosts its own SMB share like what many MFPs do. This internal SMB share
is not protected and can only be switched on or off. If the system administrator is not available or

protection software inhibits the generation of a scanner accessible SMB share, the scanner’s internal
SMB is always available.
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8. Local Scanner SMB Share

The scanner offers a SMB shared folder without any access restrictions on the device itself.

To enable an SMB local share folder, log in to the scanner as Poweruser, go to Base Settings and select
Network Configuration from that menu. Then select SMB settings and set the value for Enable Local
Share to Yes or No.

This SMB shared folder is not enabled by default. To enable the local shared folder, you have to switch
the setting Enable Local Share in the SMB Settings to Yes.

e@ @ hitp://19216813.200/cgifnset.cg O ~ & @ Scan2Net Technology - We...

Device Name: WT25-600-BDL-000732219%e4c

Model: Bundie Thursday
SMB Host Name: Wi25-Raum17 S am 2nd June, 2016
Current P #0. 192.168.13.200 ca n ET 08:27.47

Curent IF #1: 10.0.0.50

I Network Configuration

|Pcawgmﬁmmmd4§ J |M(Mmklmmm@ J |mmetmktm1)@ J

Domain Name Server J% J SME Settings J3 ) Firewall % )

5SMB Setlings

Use SMB hostname as DHCP client name
—
Use NTLM2 Autnentication

SMB Protocol Version [SMB2 (Windows 8.1, 10, 2012 Senver) V|

Disable Signing

Enable Local Share

Back to Main Menu 4=

mﬂnwmm\ User Logout (§ Setup Menu 4= J Launch Scan Application 2 J

Figure 2 SMB Settings (Local Share enabled)

If the local share is enabled, you can access this SMB share from any network workstation by addressing
\\SMB-hostname\scans. The SMB hostname of the scanner is configured in the SMB Settings.
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8.1. Allow Everyone to Access the Shared Folder on a Workstation or Server

The easiest way to share a folder is to allow Everyone to read and write into this folder. In this context,
Everyone does not literally mean everybody. Everyone includes all user accounts that are allowed to
access the server or workstation where the shared folder is located. Allowing Guest to read and write to
a folder includes users who do not own an account on a workstation or server.

8.2. Add a user name or group

If Everyone is not present in the list of groups and user names, click Add.

Select Users or Groups >

Select this object type:
|Users. (Groups, or Builtin security principals | Object Types...

From this location:
[AKURZ || Locations...

Enterthe object names to select (samples):
| Check Names

T T T T

Figure 3 Find a user or group on a workstation

Either enter the user or group name or press the Advanced button.
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Click Find now to see the

list of all groups and user names.

Select Users or Groups

Select this object type:

|Users. Groups, or Builtin security principals

From this location:

|A—KUF{Z

M ame:

Dezcription:

Comman Gueres

Starts with

St i

Disabled accounts

Mon expirng password

Dravs zince lazt logor;

| Ohbject Types...

| Locations...

Columns...

Stop

Search results: Cancel
Name In Folder 2
42 EIGENTUME...

42 Ereignisprotok... A-KURZ

4% ERSTELLER-...

42 ERSTELLER...

R Everyone AKURZ

41 Gast AKURZ

2 Gaste AKURZ

42 Hauptbenutzer A-KURZ

S HyperV-Admi.. AKURZ

%, IS_IUSRS AKURZ v

Figure 4 Select the user name or group, e.g. Everyone

Select Everyone and click OK.

Click OK again to confirm.
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8.3. Share the Folder

8.3.1. Identify the folder to be shared

On the Windows workstation, identify the folder to be shared. Open the context menu with a right
mouse click.

It is not recommended to use Share with because this will share not only the selected folder but the
entire network path including all subfolders. Select Properties to use the advanced sharing function
instead.

In this sample, the folder to be shared is WideTEK36_Scans, a subfolder of C:\IAC-Images.

WideTek36_Scans Properties >
General Previous Versions  Customize
| WideTek36_Scans I
Type: File folder

| Location: CMAC-Images |

Size: 0 byvtes
Size on disk: 0 bytes
Cortains: 0 Files, 0 Folders

Created: Today, September 21, 2016, 1 minute ago

Attributes: [m] Read-orly {Only applies to files in folder)
[ ] Hidden Advanced...

Carcel Aoply

Figure 5 Properties of the folder to be shared: General tab
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8.3.2. Advanced Sharing

Select the Sharing tab. This tab shows you whether this folder is currently shared and if a user name and
password is required to access it.

WideTek36_Scans Properties

General Shaing  Securty Previous Versions  Customize

Metwork File and Folder Sharing

WideTek36_Scans
Mot Shared

Metwork Path:
Mot Shared

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

EGMvanced Sharing... ]

Password Protection

People must have a user account and password for this
computer to access shared folders.

To change this setting, use the Network and Sharing Center.

QK Cancel Appl

by

Figure 6

Click Advanced Sharing.

Sharing tab: Select Advanced Sharing to set permissions

Now share this folder and define a name for this share. Once this folder is shared, you can give it
additional names. In this case, be sure to know the proper share name.
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Limit the number of simultaneous users, if required. This can help maintain acceptable access speeds.

Advanced Sharing >

Share this folder

Settings
Share name;
| WideTek36_Scans |

Add Remaove

Limit the number of simultanecus users to: a0 B

Comments:

Cancel Apply

Figure 7 Advanced sharing: Share name and number of users

8.3.3. Permissions and Security
The next action is to define permissions.
The actual permission to access a shared folder depends on the proper combination of permissions given

to the user/group in the network (Permissions tab = SMB level) and in the file system (Security tab =
NTFS level). Please be aware that NTFS permissions can restrict SMB permissions.
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8.3.3.1. Set SMB permissions

Go to the Permissions tab and set SMB permissions for the user or group.

Permissions for WideTek36_5cans H

Share Pemissions

Group or USer Names:
a Everyone

Add... Remove
Pemissions for Everyone Dery
Full Control ]
Change L]
Read ]

Cancel Aoy

Figure 8 Set access permissions for users and/or groups

Everyone includes all users whose user name and password allows them to access the workstation or
server where the shared folder is located. Therefore, Everyone is the default user group on the
Permissions tab.

Now you can set share permissions for Everyone as shown in Figure 8.

It is neither required nor recommended to give full control to Everyone, just allow Everyone to read and
to change.
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8.3.3.2.  Security (NTFS Permissions)

Check the permissions of the shared folder on the file system level.
Make sure that the permissions match the SMB permissions of the user or group.

Example: If you allow Everyone to change and read on the Permissions tab but deny Everyone to write
on the Security tab, it will not be possible to store a file in this shared folder.

Permissions for WideTek36_5cans >
Securty
Object name:  CAAC-Images"WideTek 36_Scans

(Group or user Names:

SR fthentifiziete Benutzer

HE SYSTEM

SR Administratoren (A-Kurz\Administratoren)
H2 Benutzer (A-Kurz'\Benutzer)

a Everyone
Add... Remove

Pemissions for Evenyone Allow Dery

Modify O I

Read & execute ]

List folder contents ]

Fead Il

Wite ] v

Concal | | ool

Figure 9 Check SMB permissions for users and/or groups
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8.4. Select the Proper Sharing Options for your Network Profile

Open the Control Panel and go to the Network and Sharing Center.
Select Change advanced sharing settings.

The appropriate settings depend on your specific requirements and security policies, therefore only
general hints can be given.

*& Control Panel\All Control Panel Items\MNetwork and Sharing Center\Advanced sharing settings - O X
— v od, <« Network and Sharing Center » Advanced sharing settings v O Search Control Panel o
File Edit View Tools Help

~
Change sharing options for different network profiles
Windows creates a separate network profile for each network you use. You can choose specific options for
each profile,
Private
Metwork discovery
When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers,
(®) Turn on network discovery
[/ Turn on automatic setup of network connected devices.
() Turn off network discovery
File and printer sharing
When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.
{® Turn on file and printer sharing
(") Turn off file and printer sharing
v
E;Sa*.-'r: changes Cancel

Figure 10  Sharing options 1
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*& Control Panel\All Cantrol Panel ltems\Network and Sharing Center\Advanced sharing settings — O X
“ S o, «c Network and Sharing Center » Advanced sharing settings v O Search Control Panel el
File Edit View Tools Help
All Networks -
Public folder sharing
When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders.
(") Turn en sharing so anyone with network access can read and write files in the Public folders
(®) Turn off Public folder sharing (people logged on to this computer can still access these
folders)
Media streaming
When media streaming is on, pecple and devices on the network can access pictures, music, and
videos on this computer. This computer can also find media on the network,
Cheose media streaming options...
File sharing connections
Windows uses 128-bit encryption to help protect file sharing connections. Some devices don't
support 128-bit encryption and must use 40- or 56-bit encryption.
(®) Use 128-bit encryption to help protect file sharing connections (recommended)
(") Enable file sharing for devices that use 40- or 36-bit encryption
Password protected sharing
When password protected sharing is en, only people who have a user account and password on this
computer can access shared files, printers attached to this computer, and the Public folders. Te give
other people access, you must turn off password protected sharing.
{®) Turn on password protected sharing
(") Turn off password protected sharing
v
e changes Cancel

Figure 11 Sharing options 2

The sharing options shown in Figure 10 and Figure 11 will work in many network environments.
Nevertheless, it may be required that you change some of the settings.
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8.4.1. Network Discovery

If network discovery is turned on, this computer is visible in the network. This means, that also the
Bookeye or WideTEK scanner can see this computer and its shares.

If turned off, the scanner cannot see the shares, i.e. the browse function will not show this computer.
Still it is possible to access the share, you only must type in the entire path correctly.

8.4.2. File and Printer Sharing

Bookeye and WideTEK scanners can only access shared folders if file and printer sharing is turned on.
Therefore, ensure that this is the case.

8.4.3. Public Folder Sharing

Decide whether anyone with networks access shall be allowed to access the Public folders (turn on) or if
only users logged on to the computer shall be allowed to access the Public folders (turn off).

8.4.4. Media Streaming

This option does not apply here.

8.4.5. File sharing connections

128-bit encryption is recommended and works on all Windows 7 and higher operating systems.
If outdated scanner models connect to network devices, it may be necessary to reduce encryption to 40-
or 56-bit. This is only necessary if the scanner runs firmware 4.xx

8.4.6. Password Protected Sharing

The appropriate setting depends on your security requirements. If turned on, the Bookeye or WideTEK
scanner needs a valid user name and password of a user account on this computer to access a shared
folder. The following chapter will guide you through the setup of the scanner.

If turned off, the scanner can access a share without requiring a user name and password.

Note: Check if the group policy allows network access by the scanner, because the group
policy overrules local settings.

In other words, the group policy can refuse to let the scanner store files in the shared
folder even if its user (SMB) and file system (NTFS) permissions are properly set.
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9. Set up the Scan2Net® Scanner to Access a Shared Folder

9.1. Poweruser

The setup manual of your Bookeye or WideTEK scanner tells you how to log on as Poweruser, how to
configure the network and how to set up at least one template for accessing an SMB share.

All parts of a Scan2Net scanner network configuration should be inspected:

IP Configuration Method - Manual or DHCP

IPv4 (Network Interface 0) - For Ethernet networks
IPv4 (Network Interface 1) - For Wireless LAN networks
Domain Name Server settings

SMB Settings

Firewall Settings - optional

After the basic TCP/IP configuration, the following items are mandatory for accessing an SMB share from

a Scan2Net scanner in a network.

9.1.1.

Domain Name Server

G@ @ hiip//192.168.105.240 cgifrset.c O ~ C || @ ScanaNet Technology - We...

°Sca neNer

Device Name: SCAN2NET-00199957cf4b
Model: Plain

SMB Host Name: Entwickiur

l Current IP #0: 192.168.105.240
Current IP #1: 10.0.0.50

MO

Monday
23rd May, 2016
08:41:05

I Network Configuration

|Pcmmgmmenm@ J

|m(mwxlmgmm@ J |Pv4(nmxmerm1)@ J

Firewall % J

Domain Name Server 3% J SMB Settings 3 J

mwmm}@ J mwmlm}@ J

wmmn(mcn@ J

Domain Name Server

Primary DNS Server |192.168.254.220
Secondary DNS Server |192.168.254.2

'Back to Main Menu 4=
:\Lﬂﬂﬁgm\e\/e\ UH'—"D"‘& S!IIPMI«J mmmwmvaj
Figure 12 Domain Name Server

Domain Name - Enter the domain name here.

Primary DNS Server

- Enter the address of the primary DNS server here.

Secondary DNS Server - Enter the address of the secondary DNS server here.
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9.1.2. SMB Settings
e
e@ @ hitp://192.168.105.200/ci/nset.c O ~ & || @) Scan2Net Technology - We... ok

Device Name: SCANZNET-00109957cib
Model: Piain

‘SME Host Name: Entwicklungssystem-JMO
Current |F #0° 192.168.105.240

| curent P #1: 10.0.0.50

Monday
°Sca n2Ner im0

|Pmmgumﬁmmmm‘9 J |m(|mmklmmm‘9 J |m(uetmumﬁ:e1)§ J

Network Configuration

mwmm}@ J mwmlm}@ J mmmm.m@ J mem(mcn& J

Domain Name Server J SMB Settings §% J Firewall £ J

SMB Setiings
Use SMB hostname as DHCP client name [Yes v
SMB Workgroup [scanznet

WINS Server [none

Use NTLMv2 Authentication |Yes .

SMB Protocol Version |SMB3 (Windows 8.1, 10, 2012 Server) Vv

Disable Signing
Enable Local Share [Yes V|

Back to Main Menu 4=

Your current login level. —
oo User Logout (§ Setup Menu 4= J Launch Scan Application 2 J

SMB Hostname
Use SMB hostname as

DHCP name

SMB Workgroup

WINS Server

Use NTLMv2-Authentica-tion

SMB Protocol Version

Disable Signing

Disable Signing

Figure 13  SMB Settings

Enter an SMB host name to identify the scanner in the network.
Default is the MAC address of the scanner.

Select Yes if the SMB host name should be used as client name
for DHCP.

Enter the SMB workgroup in which the scanner is installed. In
domain-controlled networks, the Domain Name Server
configuration must be used.

If a WINS server is used, enter the IP address of the server or
\\<Server name> here.

Default value: Yes. Select No for Windows 2000 and earlier OS
compatibility.

Select from the settings offered in the list. The recommended
operation systems for the protocol version are named in
brackets. Basic SMB network functions are granted with all
protocol versions, but some newer SMB features will only work
with dedicated protocol versions.

Default value: No. The Apple 0OS-X (El Capitan and newer)
implementation of SMB is slightly incompatible to Windows
SMB3. Disable Signing will switch on compatibility mode.

Refer to chapter 8. Local Share of this document.
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Note: As a helpful tool, you can display the local TCP/IP configuration of a network PC by the
MS Windows command line entry: ipconfig /all.

Administrator: C\Windows\system32\cmd.exe

icrosoft Windows [Uersion 6.3.96801]
(c) 2013 Microsoft Corporation. All rights reserved.

\Users\Administrator>ipconfig rall

Jindows IP Configuration

Host Name . . .
Primary Dns Sufflx
Node Type .

IP Routing Enabled
WINS Proxy Enabled.
DNS Suffix Search

List.

Server
Scan2.net
Hybrid

No

No
Scan2.net

[Ethernet adapter Ethernet:

Connection—specific DNS Suffix
of Wi Wi Wi e o Controller der Familie Realtek PCle GBE

Description . . .
Physical Address.
DHCP Enabled. . .

Autoconf iguration Enabled :
Link—local IPv6 Address

IPv4 Address. . .
Subnet Mask . . .
Default Gateway .
DHCPv6 IAID . .
DHCPu6 Client DUID.

DNS Servers . . .

NetBIOS over Tcpip.

R 5 #8-19-99-9D-84-3F
. No
Yes

255.255.68.68
192.168.254.2

301996441
#8-01-88-61-1C-7E-8C-D8

siad
192.168.254.2
& & & & & & Enabled

unnel adapter LAN-Uerbindung>* 9:

Media State . .

Connectlon—spec1f1c DNS Sufflx

Description . . .
Physical Address.
DHCP Enabled. . .

Autoconf iguration Enabled A

unnel adapter isatap.

Media disconnected

5 1% R 1% R 1% R 1% R 1% g 511 11 g 211

{BD2986BD8-2FSE-4E57-A%88-BF2F63E1148D> =

Connection—specific DNS Suffix

Description . . .
Physical Address.
DHCP Enabled. .

ﬂutoconflguratlon Enahled

Default Gateway .
DHCPv6 IAID

G ey ey e e e Microsoft—ISATAP-Adapter H2

o i . . A0-80-0B-0B-VR-BR—-BH—-EB
No
Yes

251658240

=[x

. : . fe80::50e5:98a8:161c:bfcBx£12(Preferred)
s 5 & 5 192.168.64.99(Preferred>

-88-19-99-9D-84-3F

Teredo Tunneling Pseudo—Interface

Link-local IPu6 Address . . . . fe8@::5efe:192.168.64.99214(Preferred)

DHCPu6 Client DUID.
DNS Servers . . .

NetBIOS over Tcpip.

5o 5o i |
192.168.254.2
Disabled

Figure 14 Display TCP/IP configuration

08-01-808-61-1C-7E-8C-D8-80-19-29-9D-84-3F



”Image FAQ: Scan to an SMB Share Page 21 of 33
Access

9.2. SMB Templates
Before you start to configure SMB templates, check if:
e the network is properly configured?

e aname server is registered in the network?
e the name server replies to the ping command?

B B8 You Hoor) Borknaks Tec ey — WYY = et 0 i
[ 5 Grege Tranwite % @ wardtit Tachackogy W = | Wi vorsegest - Engihih -0 % T guaup policy ovaride local X 0 Greup Poky - WkpadA L, ¥ O Sostimbootng donana.. % 4

€ A 1eERn c > oy dH 9 3 & ®o-@8-0 8 zZ0- =

Miigermein. | IAC |4 1AC ToctSenemr ) News | Toai [l Google & Gseghs Trarsiete (G Carmivscige ose Enghe.. B Enghuch - Deusch Wo.-. &% Dictionary and Thacss. [ Ducen [ Decton | Freeebtrtor [ I Ticknt T AC Phynproy B 14 €59, AC. phptipiedmin || AC Wbt (] Wetzet, Zotscnenstart... W Wikipadia

Devcn Kare. WI5 600 B0L 000722200062

Moz Bumede ot

SVE ot Kare DDOTI2006E2 = caes

G2 1 oA 724 Scan2lNer oo 3518

Carrect 1P #1 1000.50 ;

Carrect 1P WLAN 17216050

Templates

Owner Filter: tatn ~
Rt Prier & FIP Server &5 Mo Sesver £ SN Share £ Wb Service £ Us8 Sioage Device £

et o o oRP

5M8 Configuration

e s
Nome  * Owrver Visibility Setup Duplicate Debeaer Export
- vt coucd L i & oo B
Convecson 2 Detast Disavieo Sotep &) Dupiicain O Dolete 3
et e .73 L3 Lo )
Comecton & Detaut Disased 7:'7’7' ?-une. ) Dmtete 7
Comecson § etaar Ouasea s % Ot |
- oty e
£y Dot St Setp &
Srowng 11T of 1 ertres
oo Mo G sahected. g

Figure 15 SMB templates

Before you set up or duplicate a template, make sure that the owner filter is set to the proper user of the
template.

Owner filter: Default shows the configurable SMB templates of the standard operator. Select one of the
templates either to set up or to duplicate before you set up the copy.
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9.2.1. Setup SMB Templates

Parameter Description

Port (139/445)

Enter the IP port for the SMB network communication. Default is
port 139 for Windows workstations and port 445 for MAC
workstations.

Network Type

Select between Workgroup Network and Homegroup Network.

For detailed information about the correct network type ask
your network administrator.

Server Authentication
(only with Workgroup
Network)

Select the authentication method. Set to YES if an authentication
is required.

Login Enter the user name on the Windows workstation/file server
which you want to connect to.

Password Enter the password associated with the user name for the login
at the Windows workstation/file server which you want to
connect to. The password is stored using encryption.

SMB Path Enter the upload path on the Windows workstation.

Start with a double slash (//) for the root directory. Click the icon
to browse the workstation/server list and the directory structure
of the Windows workstation/file server.

Note: A valid login for browsing the directory structure is
necessary.

Hidden Share

Select Yes or No. For further details see chapter 9.2.2, Browse
the network

File Name

Enter the file name. A time stamp will be added to this prefix to
form the complete file name.

Configuration Test:

Note:

Note:

Click on this link to check the settings. The scanner sends a small .txt file to the
destination folder and stores it there. A separate window will open to show the
test results.

Each change of an entry field is transferred to the scanner immediately.

Export all templates that you created and/or modified yourself after they
have proved to work as desired so that you can import them in case that you
deleted any of them by mistake.
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9.2.2. Browse the network

If you turned on network discovery (see chapter 8.4.1) and network browsing is not disabled at the
workstation or server, you can browse your network to find the shared folder.

Enter a valid Login and Password.

Network browsing is without function (empty SharePoint list) if the browsing itself is also allowed only to
registered users. A valid user name must be set. Then network browsing is possible.

Three types of users are possible, which differ in their notation in Login: Local users, network users and
domain users. Local users are listed with the username, e.g.: User. Network users have the name of the
authentication server as prefix in the login name, e.g. Server/User. Domain users have the name of the
domain as prefix in the login name, for example, company.local/User.

Note: Contrary to the Windows xx notation the slash symbol / is the required delimiter.
As of Scan2Net version 6.30A, the backslash symbol \ will be automatically converted
to the slash symbol. Newer Windows networks also support the notation user@server
or user@domain, e.g. User@company.local.

If network browsing is without function, you can enter the full SMB path, e.g. //workstation-name-or-IP
address/IAC-Images/WideTEK36-scans.

To access a hidden share, you must enter the full SMB path. The name of the hidden destination folder
must be terminated with a $ sign, e.g. //workstation-name-or-IP address/IAC-Images/WideTEK36-
hiddenscansS$.

Device Name; WT26-600-BDL-0007322bbba2

Model: Bundle S

SMB Host Name: 0007322bbbs2

Current [P #0: 192.168.61.224 Sca namET 3rd December, 2015

Current t 1P #1: 10.0.0.50 16:11:55
Current IP WLAN: 172.16.0.50

Setup

SMB Configuration (SMB)
Port (139) 139
Network Type workgroup Network ~
Server Authentication Yes v
Login WideTek36
Password
SMB Path

File Name

Name SMB
Defauit Template
Visibility System  ~

Back

Your current login level: -
Poweruser User Logout Setup Menu 4= Launch Scan Application <]

Figure 16  Hit the browse button to get a list of available Servers and workstations
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19216861224/ cgifiobrowser.cgi?-rsmb+-ashare+-bA-KURZL+-cshare

Figure 17

Port (139)

Network Type

Setup

139
Workgroup Network +

w

Server Authentication Yes ~
Login WideTek36
Password sssssssssass.
SMB Path
8 goo7azems00s <BE4-SCL-V3-0007322fodd8 > 3
8 gorgzorsess <WT44-600-0007322f9e17>
8 go0732326100 <SMA-A0-00073232610f>
8 900732331350 <BE4-5GS-V2E-00073233135d>
8 g7 52531371 <BE4-BDLK2-V2-000732331371>
8 90732540043 <WT48-600-BDL-00073234d043> £
8 9075235066 <SMA-STAND-00073235af66>
8l vy <server>
I e ermann-g <AKellermann-1 server (Samba, Ubuntu)>
80 oL Emmann <server>
81 -z <server>
<Server>
<Server>
LI <server>
80 zen 02 <server>
8 pzer o0 <azell-05>
‘-!E] BASEV30 <BE4-SGS-V2-00199976fcof >
-l - =
File Name scan_%Y_%m-%d_%H_%M-%5%P.%E
Wildeard characters
= stan_2015_12-03_16_57-57.pdf
Confiquration Test
Name
Default Template
Visibility ‘System ~

Port (139)

Network Type
Server Authentication
Login

Password

SMB Path

_Back

Setup

139

‘Workgroup Network +

Yes -
WideTekae|

sessessssrases

Select the workstation or server from the list

e

[Back]
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>

i

File Name Scan_%Y_%m-%d_%H_%M-%S5%P.%E
Wildcard characters
= scan_2015_12-03_16_57-57.pdi
Confiquration Test
Name
Default Template
Visibility System  ~

Figure 18

_Back )

Select the main directory
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Setup
L st

Port (139) 139

Network Type ‘Workgroup Network ~
Server Authentication Yes -

Login WideTek3g|

Password  ssesssessssseses

SMB Path

[Server]
[Back]
<DIR>

m

File Name scan_%Y_%m-%od_%H_%M-%S5%P. %E
Wildcard characters
= scan_2015_12-03_16_57-57.pdi

Configuration Test

Name SMB
Default Template
visibility System ~

===y
Figure 19  Select the target subdirectory

9.2.3. Select the destination folder

Select the previously shared destination folder and close the window with the X button to confirm.

Setup
T
Port (139) 139
Network Type ‘Workgroup Network +
Server Authentication Yes v
Login WideTek3g|
Password  ssesssssessssses
SMB Path
oy [server]
=1 [Back] 3
File Name SCaN_%Y_%m-Y6d_YeH_%M-%S%P.%E
Wildeard characters
= scan_2015_12-03_16_57-57.pdf
Configuration Test
Name SMB
Default Template
Visibility System -

Back J

Figure 20 Finish the setup of the SMB share by closing the browse window
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@ Scan2Net Technology - Wa. %

€ | P @ 19216851220 cqitemplate.cqilsetupstmpssmb & || Q suehen wE 9 3 ae =

Device Name: WT36-600-BDL-0007322bbb82

Model: Bundle T

SMB Host Name: 0007322bbb82

Current IP #0: 192.168.61.224 Sca namET ard Digessb_zrz, 2015
Current IP #1: 10.0.0.50 :

Current IP WLAN: 172.16.0.50

Setup

Port (139) 138

Network Type Workgroup Network

Server Authentication Yes =

Login WideTek36

Password ~ eecessssssccecce

SMB Path //A-KURZ1/IAC-Images/WideTEK36_Scans
File Name: scan_%Y_%m-%d_%H_%M-%S5%P.%E

Wildcard characters
= scan_2015_12-03_16_57-57.pdf

Configuration Test

Name SMB
Default Template
Visibility System -

Back

Figure21 Example of a valid SMB Share

9.2.4. Check the settings
Perform the Configuration Test to check if the destination folder can be accessed.
The SMB path shows only the name of the workstation and the name you gave the share (see Figure 21).

It does not show the actual path from root directory through destination folder, and by that hides the
directory structure of the workstation or server while the share is still accessible.

@ Scan2Net Technology - W, %

& | P @ | 19216861224/ cgiftemplate.cgitsetups tmp=smb & || Q Suchen B +¥ i ® =

Device Name: WT36-600-BDL-0007322bbb82

Madel: Bundle Thursday

SMB Host Name: 0007322bbb82

Current IP #0: 192.168.61.224 Sca name' ard Digergnsb_eng 2015
Current IP #1: 10.0.0.50 :

Current IP WLAN: 172.16.0.50

Setup

Port (139) 139

Network Type Workgroup Network -

Server Authentication Yes +

Login WideTek3s

Password = ecssscsssececess

SMB Path //A-KURZ1/1AC-Images/WideTEK36_Scans
File Name scan_%yY_%m-%d_%H_%M-%S%P.%E

Wildcard characters
= scan_2015_12-03_16_57-57.pdf

Configuration Test

Name SMB
Default Template
Visibility System -

Back
Figure 22  Configuration test

Configuration Test:
Click this link to check the settings. The scanner sends a small .txt file to the destination folder and stores
it there. A separate window will open to show the test results.
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Beneath you see an example of a positive test result, i.e. the .txt file could be stored in the SMB share.

' @ Scan2Net Technology - W.. ,,\!, Mozllla Firefox-Startseite x|+ gﬁ%
€ P 192.168.61224/cgi/template.cisetup-tmp+smb c Suchen w @A + A& O =
Device Name: WT36-600-BDL-0007322bbbs2
Model: Bundle Thursday
SMB Host Name: 0007322bbb82
Current IP #0: 192.168.61.224 Sca name'l' 3rd Del?-rznfeurﬁ 2015
Current IP #1: 10.0.0.50 21
Current IP WLAN: 172.16.0.50

SMB Configuration (SMB)
Port (139) 139
Network Type Workgroup Network =
Server Authentication Yes v
Login WideTek3g|
Password  sssssssessessess
SMB Path

File Name Yod_%eH_%M-%S%P. %E

wil
= scan_2015_12-03_16_19-54.pdf

Configuration Test

Configuration Test X

Name SMB
Default Template @]
Visibility System v

Back
)

Figure 23  Successful data transfer

Close this window and click the ‘Back’ button to store this template.
The scanner is now ready to save scanned images or jobs directly in the shared folder in the network.

Beneath is an overview of the most common NT status messages: In case of failure, the status message
shown would give an indication of the type of the error. Important: These are status messages, not error
messages.

If the message OBJECT_NAME_COLLISION appears as in 0, the subdirectory already exists in the share
and no longer needs to be applied.

BAD_NETWORK_NAME: The specified network host or the specified share do not exist or prohibit to
accessed by this user or device. If so, this may indicate the lack of appropriate permissions, i.e. to
read/write in the SMB share.

Remedy: Check the network path, perform a network reachability test using ping, check the access rights
and adjust accordingly.

LOGON_FAILURE: The logon to the SMB share with the specified authentication fails.
Remedy: Check login name and password and if necessary retype both, check whether the credentials
match the share and if there are access restrictions of the share for specific hosts.

ACCESS_DENIED: This notice indicates that you tried to access SMB shares or browse a server directory
without appropriate permissions or by using an invalid user name/password.
Remedy: Check access rights and adjust accordingly.
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Note: The scanner records every status message of each SMB access in his own log file to be reviewed
later. For an extended list of potential SMB relevant status messages follow this link:
https://msdn.microsoft.com/en-us/library/ee441884.aspx

10. MAC OS X SMB Share

10.1. Find NetBIOS and WORKGROUP name of your MAC

To find the network name of your MAC in OS X, open the Network pane of System Preferences.

]
i DB EH O a @ (°

General Desktop & Mission Language Security Spotlight  Notifications
Screen Saver Control & Region & Privacy
< - & O
& ./ — J e L i
CDs & DVDs Displays Energy Keyboard Mouse Trackpad Printers & Sound
Saver Scanners
s @ u |@ K3
\— [P 49)
iCloud Internet Extensions Network Bluetooth Sharing
Accounts
81 ® @ ¥ & kB © @
& = B . ()
Users & Parental App Store Dictation Date & Time Startup Time Accessibility
Groups Controls & Speech Disk Machine

Java

Figure24 MAC OS X - System Preferences
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Open advanced Ethernet settings.

[ ] <
Location:
Ethernet AR
Connected R
® MoComectes
oo =

Thunde...t Bridge .~ =
® Lot Cannected 7

@ Bluetcoth PAN a

Not Connected

[ [~

Network Q, Search

Automatic E

Status: Connected

Ethernet is currently active and has the IP
address 192.168.168.46.

Configure IPvd: Using DHCP E
IP Address: 192.168.168.46
Subnet Mask: 255.255.0.0
Router: 192.168.254.2
DNS Server:

Search Domains:

e

Assist me...

Figure 25 Network Settings

On the tab WINS you will find the NetBIOS and WORKGROUP name of your computer.

<v . > Ethernet

TCP/IP  DNS 802.1% Proxies  Hardware

NetBIOS Name:

Workgroup:

WINS Servers:

Figure 26

ADRIANSIMAC-2 ADRIANSIMAC-2 is
currently being used.
WORKGROUP -
+
Cancel OK

Advanced Ethernet Settings



Image FAQ: Scan to an SMB Share Page 30 of 33
Access
10.2. Enable File Sharing

To enable File Sharing in OS X, open the Sharing pane of System Preferences.

o]

E @B EOGa o

General Desktop & Dock Mission Language Security Spotlight  Notifications
Screen Saver Control & Region & Privacy
s - il ‘
Y Wy = o N
CDs & DVDs Displays Energy Keyboard Mouse Trackpad Printers & Sound
Saver Scanners
R 3 | |
s @ v @ 0 =
iCloud Internet Extensions Network Bluetooth Sharing
Accounts
. g5 . —
2 ® @ ¥ ¢ m © ©
Users & Parental App Store Dictation Date & Time  Startup Time Accessibility
Groups Controls & Speech Disk Machine
<
Java

Figure 27 MAC OS X - System Preferences

First, activate the File Sharing service.

In Shared Folders select the folder you like to share.

In Users set the user permission of the shared folder to “Read and Write”.

<

Computer Name:  AdriansiMac

Computers on your local network can access your computer at: Edit
AdriansiMac-2.local

On  Service @ File Sharing: On
DVD or CD Sharing Other users can access shared folders on this computer, and administrators
Screen Sharing all volumes, at “afp://192.168.168.30" or “smb://192.168.168.30".
[
—
Printer Sharing
3 Shared Folders: Users:
V| Remote Login
Remote A | Adrian Mu...cher Ordner I X Develop Read & Write &
Remote Apple Events [ &) Alexander...cher Ordner 1 Adrian Musiol Read & Write £
Internet Sharing [ Bartek Mu...cher Ordner | 23 Staff ReadOnly ¢
Bluetooth Sharing U?J Documents fadeveryone Read & Write ¢
[Mscan
[ supports 6...her Ordner
[Wtest
+i= +

Figure 28 MAC OS X - Sharing
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10.3. Advanced Options

Open “Options”.

Computer Naj

On  Service
DVD or CD

I v Share files and folders using SMB I

<

Number of users connected: 0

Share files and folders using AFP

Number of users connected: 0

Windows File Sharing:

Sharing files with some Windows computers requires storing

Edit...

Read & Write
Read Only
Read & Write

the user's p on this in a less secure 68.30",

Screen Sha manner. When you enable Windows sharing for a user account,
File Sharing you must enter the password for that account.

Printer Sha On [ Account
Remote Log V| | Develop

Remote Ma V| | Alexander Kurz

Remote Ap, Bartek Musiol

Internet Sh v! | Adrian Musiol

Bluetooth € support

? Done
T + i T + T T
Figure29 MAC OS X - Advanced Options

Activate “Share files and folders using SMB”.

Select the users for “Windows File Sharing” for SMIB access.

ind administrators

‘ Read & Write

<> < <O
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10.4. Scan2Net SMB Configuration

Connect your scanner via web browser.
In Setup Device choose the login level: Poweruser and login.

In Base Settings / Network Configuration / SMB Settings set ”Disable Signing” to YES.

Network Configuration

IP Configuration llllhod@ J 1Pv4 (Mlnmﬁuﬂ}ﬂ J 1Pv4 (Network Interface 1]@ J

DomuhﬂameS.rur@ J SMBSﬂﬁmﬁ J Fi’mlﬁ J

SMB Settings
SMB Hostname  0007322{9e3d
Use SMB hostname as DHCP clientname  No
SMB Workgroup  Scan2.net
WINS Server none
Use NTLMv2 Authentication ~ Yes ©
SMB Protocol Version  SMB2 (Windows Vista, 7, B, 2008 Server) <
Trust server-provided hints for kerberos tickets No ¢

Send principal to Windows 2008 Server (and later) Ne &

Disable Signing  Yes o
Back to Main Menu 4=

Figure 30  Scanner network configuration SMB settings
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10.5. Scan2Net SMB Template Configuration

In Base Settings / Templates / SMB select SMB Share.

In SMB Configuration open the Setup of template SMB, see chapter 9.2 of this document.
Change the Port number to 445.

Set Server Authentication to Yes if required.

Enter your network login name and password if required.

In SMB Path enter the path to your shared folder using the NetBIOS name of your computer and the
name of your selected shared folder like

//NetBIOS name of your computer/Name of your selected shared folder.

Setup
Port (139/445) -
Network Type ‘Workgroup Network &
Server Authentication Yes
Login kurzal
Password  eessssessmsesne
SMB Path lIAdriansiMac-2/test
File Name scan_%Y_%m-%d_%H_%M-%S%P.%E

Wildcard characters
= scan_2016_02-25_15_20-07.tif

Configuration Test

‘Servers|@E)PROGRAM s PROJECT smbw-347]

(average 37.9 knvs)

QBUECT. NAME_ COLLISION making remote drectory

Successfull data transfer

Name SmB
Default Template
Visibility pubic &
Owner Default
_Baek J

Figure 31 Scanner SMB Template configuration

Test your settings by performing the configuration test.

If the configuration test passes check Default Template to make this SMB template your main image
output.

Set the visibility to public to finish the setup of your SMB template.

End of Document



